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At Aon, we support clients across the full cyber risk 
journey assessing and quantifying cyber exposures using 
data-driven tools like the Cyber Risk Analyzer

• Stress-testing balance sheets and P&L against realistic 
cyber scenarios

• Designing and placing tailored cyber insurance 
programs (limits, retentions, structure) in the 
international insurance market

• Providing insights that help risk managers, actuaries 
and executives make better-informed decisions

In short, Aon helps organizations move from “we think we 
understand our cyber risk” to “we can quantify it, manage it 
and insure it in a defensible way.”

Introduction – Cyber Insurance 
Broking
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Cyber Incidents Worldwide 
Ransomware
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• September 2025 – Land Rover & Jaguar

• April 2025 Merck & Spencer

• June 2017 – NotPetya
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System failure 

• July 19, 2024, a faulty software update from 
cybersecurity firm CrowdStrike caused a massive, 
global IT outage affecting roughly 8.5 million 
Microsoft Windows devices. The incident, often 
cited as the largest IT outage in history, was not a 
cyberattack but a, technical g

Cyber Incidents Worldwide
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• Ransomware is the most common type of cyber 
incident.

• The average initial ransom demand is 2% of a 
company’s annual revenue, according to 
Northwave.

• The number of data breach / privacy incidents 
has continued to decline. In the US, however, 
losses resulting from these events have 
increased. This trend has not yet carried over to 
Europe.

• The average business interruption duration is 24 
days, based on Aon data.

• The sectors most affected by ransomware in Q3 
2025 are:

1. Professional services

2. Manufacturing

3. Real Estate / Construction

4. Healthcare

5. Wholesale & Retail

Cyberincidenten
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intellectual property of Aon. Further distribution, photocopying or any form of third–party transmission of this 

document in part or in whole, is not permitted without the express, written permission of Aon.
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The Kill Chain
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Assume breach” is a mindset in cybersecurity based on the 
idea that the question is not if you will be hacked, but 
when – and that an attacker may already be inside your 
environment.

Instead of putting all your energy into “guarding the front 
door”, you work from the assumption that this door will 
eventually be bypassed, and design your controls to 
detect, contain and recover once that happens

Worldwide Philosophy on Cyber
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This is the principle behind Aon’s Cyber Resilience Model, 
our risk management approach that helps organizations 
make better decisions about their cyber risks.

Aon’s model recognizes that every organization is at a 
different stage in its journey to becoming cyber resilient: 
identify, mitigate, transfer and recover.

Companies become informed participants in managing 
cyber risk, actively involved in the ongoing assessment, 
improvement and investment in their own cyber resilience 
– driven by data.

Nothing about cyber security is 
linear.

12



Divider

AON IMAGE LIBRARY LINK

Copy/paste link:

https://one.aon.net/sites/NL-
bidmanagement/Image 
Library/Forms/Image Library.aspx

Cyber Insurance Market 
Developments

https://one.aon.net/sites/NL-bidmanagement/Image%20Library/Forms/Image%20Library.aspx
https://one.aon.net/sites/NL-bidmanagement/Image%20Library/Forms/Image%20Library.aspx
https://one.aon.net/sites/NL-bidmanagement/Image%20Library/Forms/Image%20Library.aspx
https://one.aon.net/sites/NL-bidmanagement/Image%20Library/Forms/Image%20Library.aspx


TEXT STYLES

Under the Home tab, use the List 
Level to choose a text level. Choose:

1

2

3

4

5

6

7

8

1st level

Second level

• Bullet Point 1

o Bullet Point 2

− Bullet Point 3

Sixth level

Seventh level

Eighth level

1. Ninth

Home Text level up

Text level down

9

Content 1 text only

Year-on-Year developments
Ransomware Incidents & Cyber Insurance Premium
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Premiums are heavily driven by the 
volume and severity of ransomware 
attacks, which have a significant impact 
on insurers’ loss ratios. With AI lowering 
the barrier for attackers – through more 
sophisticated phishing, automation and 
faster exploitation – the potential 
frequency and complexity of these 
events increases further.

At the same time, premiums continue to 
decrease, while most insurers now have 
a clear view of the technical rate they 
actually need. This creates a growing 
tension between AI-enabled loss 
potential and market-driven premium 
levels.

Source: Flashpoint, analysis by Aon. Data as of 10/1/2025; Claim count development may cause these percentages to change over time
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1. How should AI-driven cyber risk be reflected in your internal risk and capital models?

2. What data do you lack today to model cyber frequency and tail risk reliably?

3. Where do you draw the line between risk mitigation and risk transfer to insurance?

4. How do you currently capture cyber accumulation risk (e.g. a major cloud or vendor event)?

5. If you could introduce one cyber KPI to your board tomorrow, what would it be – and why?

Conclusion
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Over Aon

Aon plc (NYSE: AON) is er om betere beslissingen te nemen — om het leven van 
mensen overal ter wereld te beschermen en te verrijken. Onze collega's in meer dan 
120 landen en staten staan voor bruikbare analytische inzichten, een wereldwijd 
geïntegreerde expertise in menselijk en risicokapitaal en lokaal relevante 
oplossingen, waarmee we onze cliënten de duidelijkheid en het vertrouwen geven 
om betere beslissingen te nemen op menselijk en risicogebied om hun bedrijf te 
beschermen en te laten groeien.

Volg Aon op LinkedIn, X, Facebook en Instagram. Blijf op de hoogte door Aon’s

Newsroom te bezoeken en meld je hier aan voor News Alerts.

© Aon 2026. Alle rechten voorbehouden.

De hierin opgenomen informatie en verklaringen zijn van algemene aard en niet bedoeld om de omstandigheden van een 
bepaalde persoon of entiteit te behandelen. Hoewel wij trachten juiste en tijdige informatie te verstrekken en bronnen 
gebruiken die wij betrouwbaar achten, kan niet worden gegarandeerd dat dergelijke informatie juist is op de datum waarop zij 
wordt ontvangen of dat zij in de toekomst juist zal blijven. Niemand dient naar dergelijke informatie te handelen zonder 
passend professioneel advies na een grondig onderzoek van de specifieke situatie.

Uit hoofde van dit verslag wordt geen aansprakelijkheid van derden aanvaard. Alle rechten voorbehouden. Niets uit deze 
uitgave mag worden verveelvoudigd, opgeslagen in een geautomatiseerd gegevensbestand of openbaar gemaakt, in enige 
vorm of op enige wijze, hetzij elektronisch, mechanisch, door fotokopieën, opnamen of op enige andere manier, zonder 
voorafgaande toestemming van Aon Nederland C.V.
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