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Edward Roozenburg –
edward.roozenburg@probability.nl
• Service Line Lead IT Risk bij

Probability & Partners​
• > 20 years of experience in audit and 

risk​
• IT risk

Amba Zeggen –
amba.zeggen@probability.nl

• Sector Lead Insurance

• > 25 years of experience in financial 
sector

• Governance & Risk Management

VSAE

mailto:edward.roozenburg@probability.nl
mailto:remco.tonkes@probability.nl
https://probability.nl/
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The Growing Urgency of Cyber Risk

The role of the CISO

CISO & Legislation

CISO & The Actuary

Wrap-up
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CODE

(1) Are you an Odido customer?
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Geopolitics AI

Impact Regulation

1 2

3 4
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https://www.cognyte.com
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AI Cyber Attack Stats

• Over 80% of phishing emails use some form of AI.

• 87% of organizations have been targeted by an AI 

cyberattack in the last year.

• Deepfake fraud attacks have risen by over 

2,000% since 2022.

• Around 3 in 4 AI voice scam victims have lost 

money as a result.

• Fully remote, scalable

• Ransomware-as-a-Service (RaaS)

• Frictionless criminal tooling 

• AI lowers the barrier
https://programs.com and CROWDSTRIKE

https://programs.com

2

https://programs.com/
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A single cyber event
can disrupt the entire business

The Growing Urgency of Cyber Risk: Impact
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A single cyber incident
rarely stays contained

Systems become inaccessible, 
dependencies ripple across the 

organisation, halting more and more 
functions

2023

3
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Failing 
update

Repu
tation

Ransom
ware 

attack

Data not 
accessible

Manual 
fall back 
process

Sensitive 
data 

stolen

Claims 
and legal 

issues

Evaluation 
of 

mistakes

Improve
ment

Regulator 
and 

authority
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The Growing Urgency of Cyber Risk: Legislation
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GDPR
becomes

applicable

NIS2 & CER 
transposed

into national
law

(NL 2026)

DORA
applies + 

initial AI Act 
obligations

AI Act 
Majority

provisions
apply

CRA
obligations

apply

AI Act final
requirements

enter into
force

2018 2024 2025 2026 2026/2027 2027
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CODE

2) Is a CISO available in your organisation?
a. Yes
b. No
c. What ‘s a CISO?
d. I don ‘t know
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ISF; becoming a next generation CISO
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Strategy
Risk & 

Governance

Incident & 
Crisis

Communication 
& Influence

Technological 
insight
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How can we accelerate AI adoption without 
exceeding our cyber risk appetite?

How can we reduce the dependence on 
software vendors in geopolitical sensitive 
region?

How can we improve  client trust with our new 
digital customer platform?

What happens during a 10-day cloud outage?

Strategic CISO questions

Actuarial congress 2026 VSAE 20
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Is this acquisition safe from a cyber-
risk perspective?

How resilient are our operations 
against geopolitical threats?

How do we ensure new digital 
platforms are secure-by-design 
without slowing down the business?

Do we need cyber insurance?
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No CISO: what could go wrong?
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• Security gaps are undervalued

• Security strategy is not aligned 
with business strategy

• Security seen as “IT only”

• Risk aversion and risk taking is 
not balanced
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2

3

Do we need another “C”?

CEO

CISO

1Direct and independent 
escalation rights to the board

Cyber risk is its own discipline

Part of strategic decision making
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Many organizations 
do not have a CISO

Many organizations
position the CISO 
within IT under the
CIO, limiting
independence.
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Regulation is supporting the CISO: 
Use it well!
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GDPR becomes
applicable

NIS2 & CER 
transposed into

national law
(NL 2026)

DORA applies + 
initial AI Act 
obligations

AI Act Majority
provisions apply

CRA obligations
apply

AI Act final
requirements

enter into force

2018 2024 2025 2026 2026/2027 2027
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What do we see in practice?
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Worst practices: “in letter”

Our supplier does have an
assurance report (so we will be
fine!).

We are compliant with DORA
because we have a risk analysis
(which has not been changed for
the past five years).

Our supllier is testing for resillience
(so we don ‘t have to do anything
ourselves).

Our technicall systems do identify
and archive technicall incidents

Best practices: “in spirit”

What can we do to coach our
supplier to improve further?

We use our updated risk analysis to
prioritise improvements in our
safety measures.

We test our own part of the
resilience processes
We work together with our
suppliers in testing their part of the
process.

We analyse our technical incidents
and look for background problems
and structures and improve our
measures
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CODE

3) What role does the actuary play
in cyber risk management?



Main
#004976

Support 1
#0097A9

Support 2
#BFBFBF

Extra 1
#FFA300

Extra 2
#FF6A10

Extra 3
#EAA794

Extra 4
#934D11

Probability & Partners

CISO and the Actuary
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• Operational risk measures

• Assessing financial impact 
cyber risks

• Products and Pricing

• Reserving and Capital

• Scenarios and Stress testing

• Risk mitigation (cyber 
insurance coverage)

• Data recovery
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Wrap up
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Wrap Up

01 The role of the CISO has become more 
important to guide the organizations 
in their cyber security strategy

Cyber incidents escalate beyond IT: triggering 
organization-wide operational, financial, and 
reputational crises.
Geopolitical tensions and AI increase cyber risks

Wrap-Up: Importance of the CISO
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02 The CISO is a strategic necessity, not a 
luxury

Without a CISO at the strategic table, organisations 
fly blind on digital risk, compliance gaps go 
undetected, and incidents escalate unchecked.

03 The CISO supports the organisation with

Effective implementation of regulation
Making sure the consequences in fat tails of cyber 
risk are better evaluated
Effective cyber insurance (pricing and coverage)
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VSAE
The upcoming threats of 

Artificial Intelligence

https://probability.nl/


Main
#004976

Support 1
#0097A9

Support 2
#BFBFBF

Extra 1
#FFA300

Extra 2
#FF6A10

Extra 3
#EAA794

Extra 4
#934D11

Probability & Partners

Papers and Bloggs on cyber risk topics (selection)

Actuarial congress 2026 VSAE 34

https://probability.nl/publications/
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