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You no longer need armies and missiles
to cause mass damage.
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Story line today

® The Growing Urgency of Cyber Risk
" The role of the CISO
%7 CISO & Legislation

@ CISO & The Actuary

The upcoming threats of
8 Wrap-up Artificial Intelligence
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The Growing Urgency of Cyber Risk
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The Growing Urgency of Cyber Risk

1
Geopolitics

A4

Regulation




The Growing Urgency of Cyber Risk: Geopolitics

Russian hackers seized control of
Norwegian dam, spy chief says

49%
Beate Gangas says attack in April by Norway's ‘dangerous

Top Threat

‘ neighbour’ aimed to cause fear and chaos
Actors of 2024 %

Europe live - latest updates

https://www.cognyte.com

Cyberattacks against government agencies (2005-2023 H1)

Information: In total, there have been at least 616 significant cyberattacks aimed at govemment
agencies since 2005.
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The Growing Urgency of Cyber Risk: Al

Al Cyber Attack Stats Number of Deepfake Incidents per Year

* Over 80% of phishing emails use some form of Al. “

* 87% of organizations have been targeted by an Al
cyberattack in the last year.

* Deepfake fraud attacks have risen by over

2,000% since 2022. https://programs.com
* Around 3in4Alvoice scam victims have lost
money as a result.

* Fully remote, scalable

'82.6° {1 53.5%

« Ransomware-as-a-Service (RaaS)

t"l ni .\I ma

* Frictionless criminaltooling

* Al lowers the barrier KnewBe4

https://programs.com and CROWDSTRIKE I
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The Growing Urgency of Cyber Risk: Impact

A single cyber event
can disrupt the entire business

A single cyber incident
rarely stays contained

Systems become inaccessible,
dependencies ripple across the
organisation, halting more and more
functions

JLR cyber-attack caused UK car

production to hit 70-year low for
September
24 October 2025 Share <= Save

A category 3 cyber attack on Jaguar Land Rover's IT

paralysing its supply chain and costing £1.9bn

systems resulted in a five-week production shutdown,
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The Growing Urgency of Cyber Risk: Impact - Fat tails

Failing
update

Ransom
ware
attack

Data not
accessible

Sensitive \YERDEL
data fall back
stolen process

Repu
tation

Regulator Claims Evaluation
and and legal of
authority issues mistakes

Improve
ment
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The Growing Urgency of Cyber Risk: Legislation G

NIS2 & CER DORA Al Act Al Act final

requirements
enter into
force

GDPR transposed S — efarts CRA

obligations
apply

becomes into national
applicable law
(NL 2026)

initial Al Act provisions
obligations apply
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The Growing Urgency of Cyber Risk CODE

| ,,’ 2) Is a CISO available in your organisation?
1 a. Yes
& b. No

§§ ¢ What‘saCISO?

wooclap

. d. I don ‘t know




Evolution of the CISO

Figure 1: How CISO skill sets have changed ISF; becoming a next generation CISO
EARLY TRADITIONAL » MODERN » NEXT-GENERATION
Self-sufficient Is a decision maker Has C-level type skills >
Focuses on security Has a good understanding of business principles Engages with the board(s) >
technology Has a good understanding of the organisation Recruits from the business > Balances opportunity >
Workg closely u_;rith the Talks business language Leads operational risk activities > with risk |
technical security team Aligns security strategy with business strategy Enhances the value of the company P Demonstrates leadership >
‘u:orks hard to protect Is sensitive to the organisation’s risk appetite and brand Manages incidents and crises b
the organisation . . . . :

8 1 colfd Is willing to take responsibility Takes greater responsibility for risk ~ » Finds their own voice >
Resourceful, self-educatin o :
and relies on own initiatiug Gets fundamentals dealt with first and governance Deals with regulatory volume  p
Technology expert Talks information risk Talks business risk g Handles technology >
I
2000 2006 2013 2020
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Role of the CISO

Risk &

gy Governance

Incident & Communication
Crisis & Influence

Technological
insight

Business continuity isn't keeping pace with cybe
threats, warns Sedgwick CISO

Third-party attacks and policy exclusions are rewriting the rules of cyber risk

JPMorgan CISO
Spotlights SaaS
Security Concerns.

19



Strategic CISO questions

&

How can we accelerate Al adoption without
exceeding our cyber risk appetite?

How can we reduce the dependence on
software vendors in geopolitical sensitive
region?

How can we improve client trust with our new
digital customer platform?

What happens during a 10-day cloud outage?

CrowdStrike says Al is officially supercharging
cyber attacks: Average breakout times hit just
29 minutes in 2025, 65% faster than in 2024 —
and some attacks take just seconds

Cyber criminals are actively exploiting Al systems and injecting malicious prompts into legitimate generative Al
tools

France dumps Zoom and Teams as Europe seeks
digital autonomy from the US

The day the cloud went out

Entrepreneurs and tech workers from around the world describe how they
navigated the many cloud outages in 2025.
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Strategic CISO questions

Exclusive news, data and analytics for financial m

-';:fi‘_':'}Reuters Worldv Business v Markets v Sustainability Legal v Commentaryv More v My News Q Si

@ s this acquisition safe from a cyber-
risk perspective?

)

el Litigation

Invisible threats: Why cybersecurity due diligence is

How resilient are our operations .

A , n P nonnegotiable in M&A
against geopolitical threats?

veo How do we ensure new digital

- platforms are secure-by-design e

o . . i
without slowing down the business? Jaguar Land Rover failed to finish cyber insurance
purchase

)

Lockton brokered deal not completed before crippling hack

WROVER ()

ﬁ Do we need cyber insurance?
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No CISO: what could go wrong?

Security gaps are undervalued

Security strategy is not aligned
with business strategy

Security seen as “IT only”

Risk aversion and risk taking is
not balanced

2026

Global
Threat
Report

CISOs Rise to Prominence: Security Leaders Join the
Executive Suite

Security professionals are moving up the executive ranks as enterprises face rising regulatory and compliance standards.

& Arielle Waldman, Features Writer , Dark Reading © 6 Min Read Edge Picks

Al Agents in Browsers Light on
Cybersecurity, Bypass Controls
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Position of the CISO

Do we need another “C”?

Direct and independent

escalation rights to the board
CRO / Chief Risk Officer

Part of strategic decision making \ /

Cyber risk is its own discipline

23



What do we see in practice?

Many organizations
do not have a CISO

Many organizations
position the CISO
within IT under the
CIO, limiting
independence.

24
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Legislation

GDPR becomes
applicable

NIS2 & CER
transposed into
national law
(NL 2026)

Management
of ICT third-

DORA applies +
initial Al Act
obligations

Al Act Majority
provisions apply

CRA obligations

apply

2026/2027

Al Act final
requirements
enter into force
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What do we see in practice?

Worst practices: “in letter” Best practices: “in spirit”

Our supplier does have an
assurance report (so we will be
fine!).

We are compliant with DORA
because we have a risk analysis
(which has not been changed for

1 ICT-related S
the past five years). v | et [ 29 B wanagoment W intomatn
. ; : o management, o of ICT third- sharing
Our supllier is testing for resillience rorssenent R cassvaton LS pryik R arangomes

(so we don ‘t have to do anything
ourselves).

Our technicall systems do identify
and archive technicall incidents

27
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CODE

The CISO and the Actuary

3) What role does the actuary play

in cyber risk management? WOOC|ap




CISO and the Actuary

Operational risk measures

Assessing financial impact
cyber risks

Products and Pricing
Reserving and Capital

Scenarios and Stress testing

Risk mitigation (cyber
insurance coverage)

Data recovery

December 2024

Thematic

Review report

Actuaries managing Cyber Risk

Annals of Actuarial Science (2024), 18, pp. 270-309

doi:10.1017/S1748499523000258 [

REVIEW

Modeling and management of cyber risk:

CYBER RISK FOR
INSURERS—

and Faculty
of Actuaries

The Pensions Regulator (TPR) - Home > Document ibrary ) Scheme management detailed guidance ) Administration: detailed uidance

- Fachartikel

Actuarial Insights
on Cyber Risk:
Challenges and
Opportunities for
Today’s Economy

nstitute

_— L Hllllu ed Dy in
Ihe
0 Pensions Making workplace pensions work -E
Regulator

Employers ' Business advisers V' Trustees V' Aboutus v

CHALLENGES AND

OPPORTUNITIES

& s

) Cyher securiy princples for pension schemes

Cyher security principles for pensio

30
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Wrap-Up: Importance of the CISO

important to guide the organizations
in their cyber security strategy

Cyber incidents escalate beyond IT: triggering
organization-wide operational, financial, and
reputational crises.

Geopolitical tensions and Al increase cyber risks

The role of the CISO has become more @ The CISO is a strategic necessity, not a

luxury

Without a CISO at the strategic table, organisations
fly blind on digital risk, compliance gaps go
undetected, and incidents escalate unchecked.

Effective implementation of regulation

risk are better evaluated
Effective cyber insurance (pricing and coverage)

B The CISO supports the organisation with

Making sure the consequences in fat tails of cyber

32



Thank you!

PROBABILITY HOME ‘ ABOUT ‘ SECTORS ‘ SERVICES ‘ INSIGHTS ‘ CAREER ‘ Q

PROBABILITY "
& PARTNERS

e The upcoming threats of

Artificial Intelligence

33


https://probability.nl/

Papers and Bloggs on cyber risk topics (selection)
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Key risk management issues to consider when
implementing DORA
By: Edward Roozenburg, Senior Risk management Consultant

On 17 January, all financial institutions must comply with the European regulation requiring financial
institutions to be digitally resilient: the Digital Operational Resilience Act (DORA). Meanwhile, the
financial institutions | work for have scheduled extra board meetings to adopt the latest changes to
policy documents in time. This also provides work for the key risk management officer who provides the
documents with a risk opinion. He also uses this moment to ask other questions about the

Edward

or Risk management

n? PROBABILITY
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i >

[Edward Roozenburg
Senior Risk Management

DORA, are you ready yet?

With the approaching deadline for DORA of 17 January 2025, the pressure is mounting. For many
financial institutions, being compliant on time is a challenge. What makes the implementation of these
useful regulations complicated and what is best to focus on if you are running out of time?

On the face of it, DORA is a useful requlation that sets clear requirements for managing ICT risks of
financial institutions. Straightforwardly drafted. At least that is what | myself thought when | first laid
eyes on the text. It is a legal text in respect of a number of well-defined topics with some clear
elaborations accompanied by templates. In fact, some of these templates are so clear that they can be
copied exactly for an organisation. A matter of cut and paste: But alas... reality tumns out to be more
complex than thought. So what actually makes it complex for pension funds and other financial

PROBABILITY

Al and Machine Learning in Insurance:
Can we ensure Fairness and Explainability?

S o

By Svetlana Borovkova

DORA is chefsache

Als je actief bent in de financiéle sector, kan de komst van DORA (Digital Operational Resilience Act) je niet zijn
ontgaan. Financiéle instellingen hebben tot en met 17 januari 2025 om te voldoen aan deze EU-wetgeving, die erop
gericht is de digitale id van financiéle i i tegen igi te versterken.

Het is zeker niet nieuw dat je je als organisatie moet beschermen tegen IT-risico's. Wel nieuw is dat deze
regelgeving veel gedetailleerder en strikter is dan het huidige normenkader (onder andere de DNB Good Practice
201972020 en 2023), met meer directe regels en principes.

In de voorbereiding van een webinar over dit onderwerp heb ik een aantal organisaties gevraagd naar hun meest
prangende vragen over DORA. Naast vragen over de verschillen met de huidige regelgeving en de vereisten voor IT-
leveranciers (die ook aan DORA moeten voldoen) kwam de vraag langs waar in een organisatie de

id voor DORA-im ie dient te liggen. Is dat nu de IT-afdeling, of risicomanagement, of

Amba Zeggen

Sector Lead Insurance

misschien wel compliance? Een logische vraag. En ik zal heel eerlijk zijn, mijn reflex was om IT of

fisicomanagement te antwoorden. Maar het ligt toch iets anders

aan zet

ol

Consultant
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Edward Roozenburg

Exceptions to subcontractors registration in DORA?
Has your financial institution already determined which processes are important or critical?

By now, most of you will know that this must be determined to comply with the Digital Operational
Resilience Act (DORA) that all European financial institutions must comply with from 17 January 2025.
You probably also know that choosing which processes are critical or important is not optional.
Because DORA specifies that for those suppliers providing services for critical or important processes,
the subcontractors must also be identified.

In the Information Register, the financial institution must include all ICT suppliers including the
subcontractors in case of outsourcing for critical or important processes. DNB has said it will request
this register from all institutions in the second quarter 2025. AFM is already doing this at the end of

the firet nuartar
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Jeroen Kinders Vroklage, Renze Munnik & Pim Poppe

https://probability.nl/publications
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Al Fairness in Financial Services

Trust at the Center
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